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PJM Security Update – January, 2023

Important Security Alerts
• CISA Alert on Fortinet Vulnerability – CVE-

2022-42475: Major vulnerability in SSL VPN 
appliance being actively exploited.

• Microsoft Boa Web Server Vulnerabilities: 
Exploits used to attack India’s electric utilities.

• Rackspace hit with Ransomware Attack: 
Cloud provider confirms their hosted 
Exchange environment was impacted.

• Citrix Vulnerability CVE-2022-27518 
Exploited: NSA warns that Iranian threat 
actor is actively targeting the vulnerability.

PJM Actions
• Following DHS CISA shields up recommendations

• Blocking international and anonymized network traffic

• Prioritizing external vulnerability remediation

• Exercising incident response plans

Contact PJM
• To report unusual events,  notify your normal PJM contacts.

• To report connectivity issues contact Member Relations.

• To report suspicious email, notify SecurityAlertTm@pjm.com.

• Share this info with your security team.

mailto:SecurityAlertTm@pjm.com
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Contact

Presenter: 
Joe Call is
Joseph.Call is@pjm.com

Security Update Member Hotl ine
(610) 666 – 8980
(866) 400 – 8980
custsvc@pjm.com


